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MIME-Version: 1.0

Content-Type: multipart/signed,;
protocol="application/x-pkcs7-signature";
micalg=SHAI,
boundary="----=_NextPart_000 0021 01BFCBD1.EA059120"

------ = NextPart_000_0021_01BFCBD1.EA059120
Content-Type: application/x-pkcs7-signature;
name="smime.p7s"
Content-Transfer-Encoding: base64
Content-Disposition: attachment;
filename="smime.p7s"

4.1 multipart

MIME-Version: 1.0

Content-Type: application/x-pkcs7-mime;
smime-type=signed-data;
name="smime.p7m"

4.2 signe-data MIME

MIME
2 multipart/signed MIME
application/pkcs7-mime smime-type (PKCS7) signed-data
“smime.p7m”
smime.p7s
AiCrypto S/IMIME MIME
multipart
multipart smime.p7s
MIME Content-Type
application/pkcs7-mime smime-type (PKCS7) enveloped-data

MIME-Version: 1.0

Content-Type: application/x-pkcs7-mime;
smime-type=enveloped-data;
name="smime.p7m"

4.3 enveloped-data MIME
PKCS7-Signed
PKCS7-Enveloped
PKCS7-Signed
4.2 MIME
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5. PKCS7
SIMIME PKCS#7 Signed-Data-Type
Enveloped-Data-Type AiCrypto PKCS12
PKCS7-Signed
*p7b PKCS7-Signed
PKCS7

[*---- PKCS7 Structures ----*/
typedef struct PKCS7Contentinfo P7_Content;
struct PKCS7ContentlInfo{

int p7type;

int size;

unsigned char *data;

I3

typedef struct pkecs7{
int version;
P12 Baggage *bag;
P7_Content *cont;
unsigned char *der;
PKCSY7;

PKCS7 PKCS7 PKCS12
PKCS7 P12_Baggage

void P12_add_cert(PKCS12 *p12,Cert *ct)

void sample_func(Cert *cert){
PKCS7 *p7s;
P7s=P7_new(OBJ_P7_SIGNED);
P12 _add cert((PKCS12*)p7s,cert);

P7_Content P7_Signed P7_Envelope
p7type

typedef struct authenticatedAttribute AuthAtt; | typedef struct setOfSignerinfo Signerinfo;

struct authenticatedAttribute{ struct setOfSignerinfo{
AuthAtt *next; Signerlinfo *next;
int der_size;
unsigned char *der; int version;
h int serialNum;
CertDIR iss_dir;
typedef struct P7_SignedDataType{ char *iss_str;
int p7type; int digest_algo;
int version; AuthAtt *auth;
int digest_algo;
int enc_algo;
int cnt_size; int sig_size;
unsigned char *content; /* (option?) */ unsigned char *signature;
Signerinfo *signer; AuthAtt *unauth;

}P7_Signed; 3




P7_Signed PKCS7 P7_Content

void sample_func(PKCS7 *p7s){
P7_Signed *sig;
inti,j;
sig=(P7_Signed*)p7s->cont;
i=sig->version;
j=sig->digest_algo;

}
p7type OBJ_P7_SIGNED
typedef struct EncryptedContentinfo{ typedef struct Recipientinfo Reciplnfo;
!nt type; struct RecipientInfo{
int enc_algo; Reciplnfo *next;
int iter;
int IV_size, int version:
unsigned char *iv; int serialNum:
int size: CertDIR Ls:s_dir; .
unsigned char *data; char Iss_str;
}EncCntlinfo;
int enc_algo;
typedef struct P7_EnvelopedDataType{ int size;
int p7type; unsigned char *key;
int version; )
Reciplnfo *recipi; '
EncCntlnfo *encCnt;
1P7_Envelope;
P7_Envelope P7_Signed
PKCS7 P7_Content P7_Signed
P7_Enveloped PKCS7
PKCS7 *p7s = P7_new(OBJ_P7_SIGNED);
PKCS7 *p7m = P7_new(OBJ_P7_ENVELP);
PKCS7 P7_new
#define OBJ_P7_DATA 911
#define OBJ_P7_SIGNED 912
#define OBJ_P7_ENVELP 913
#define OBJ_P7_SIGandENV 914
#define OBJ_P7_DIGESTED 915
#define OBJ_P7_ENCRYPTED 916
5.1 p7s p7m
P7 _signed P7_enveloped p7s p7b

p7m



P7s P7b P7s_read_file P7s_write_file

PKCS7 P7_Signed
PKCS7 *P7s_read_file(char *fname);
int P7s_write_file(PKCS7 *p7, char *fname);
p7m PKCS7

P7_Envelope

PKCS7 *P7m_read_file(char *fname);
int P7m_write_file(PKCS7 *p7, char *fname);

P7b_read_file P7b_write_file P7s
#define P7b_read_file(fn) P7s_read_file(fn)
#define P7b_write_file(pk,fn) P7s_write_file(pk,fn)

5.2 P7_Signed P7_Envelope
AiCrypto SIMIME SMIME API P7_Signed
P7_Envelope DER

PKCS7 *P7_new(int type);
void P7_free(PKCS7 *p7);

PKCS7
type 5
PKCS7 *P7s_get_signed(PKCS12 *p12, unsigned char *data, int len, int digest_algo);
PKCS7 P7_Signed
PKCS12

PKCS7 *P7m_encrypt_enveloped(PKCS7 *p7b,unsigned char *data,int data_len);
PKCS7 P7_Envelope
PKCS7 PKCS7
PKCS12

RC2 40bit

void P7_signed_toDER(PKCS7 *p7,unsigned char *sig,int *ret_len);
void P7_envelope toDER(PKCS7 *p7,unsigned char *env,int *ret_len);

PKCS7-Signed PKCS7-Enveloped DER

2 unsigned char DER

malloc

PKCS7 *ASN1 read_p7s(unsigned char *der);
PKCS7 *ASN1_read_p7env(unsigned char *der);

DER PKCS7-Signed PKCS7-Enveloped
DER NULL



6. SIMIME API

S/IMIME API 2
SIMIME API MIME
Verify SIMIME
AiCrypto  X.509 AiCrypto

ok_mime.h include

6.1
AiCrypto 4
MIME  multipart multipart
S/IMIME

char *SMIME_p7s_set_signature(char *msg, int dig_algo, PKCS12 *p12);

p7s MIME
msg dig_algo
OBJ HASH_SHAl pil2
PKCS7 *SMIME_p7s_get_certs(char *msg);
PKCS7 *SMIME_p7s_get_msg(char *msg, char **ret);
S MIME msg PKCS7
PKCS7_Signed **ret

int SMIME_p7s_verify(PKCS7 *p7, unsigned char *data, int len);
SMIME_p7s_get_certs

PKCS7
p7 multipart data

SMIME_p7s_verify(p7s,NULL,0)

6.2
S/IMIME RC2 40bit

SIMIME RFC

Outlook Express  Netscape Messenger

unsigned char *SMIME_p7m_decrypt(char *msg, PKCS12 *p12);
char *SMIME_p7m_encrypt(char *msg, PKCS7 *p7b);

S/IMIME

PKCS12 2
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[* pl2 p7b msg */
char *tmp, *ret;
tmp=SMIME_p7s_set_msg_sign(msg,0BJ_HASH_SHAL1,p12);
ret=SMIME_p7m_encrypt(tmp, p7b);

free(tmp); /* */
(msg) SIMIME
[* pl2 msg S/MIME */
PKCS7 *p7s;
int check;
char *tmp,*ret;
tmp = (char*)SMIME_p7m_decrypt(msg, p12);
p7s = SMIME_p7s_get_msg(tmp,&ret);
check = SMIME_p7s_verify(p7s,ret,strlen(ret)); /* 2 (p7s,NULL,0)

free(tmp); /* */
SIMIME

(ret)

*/



